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1. Preface 

1.1. Conventions 

Our guides use several conventions to highlight certain words and phrases and draw 

attention to specific pieces of information. 

1.1.1. Notes & Warnings 

We use the following visual styles to draw attention to information that might 

otherwise be overlooked: 

 

 

 

Notes are tips, shortcuts or alternative approaches to the task at hand. 

Ignoring a note should have no negative consequences, but you might 

miss out on a trick that makes your life easier. 

 

 

 

 

Important boxes detail things that are easily missed: configuration 

changes that only apply to the current session, or services that need 

restarting before an update will apply. Ignoring the information will 

not cause data loss, but may cause irritation and frustration. 

 

 

 

 

Warnings should not be ignored. Ignoring warnings will most likely 

cause data loss. 

 

 

1.1.2. Typographic Conventions 

We use typographic conventions to call attention to specific words and phrases. 

These conventions, and the circumstances they apply to, are as follows. 

Example Meaning 

Select Guide to 

display ... 

Locate the link named "Guide" on the screen, position the 

cursor over the link and then depress the appropriate mouse 

button to follow the link. 

Select Add to create 

a new ... 

Locate the button or menu item named "Add" on the screen, 

position the cursor over the button or menu item and then 

depress the appropriate mouse button to initiate an action. 
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Enter Commission ... Locate the field named "Commission" on the screen, 

position the cursor over the field and then depress the 

appropriate mouse button to select the field. Once the cursor 

appears in the field, enter a value. 

Choose Country ... Locate the field named "Country" on the screen, position the 

cursor over the field and then depress the appropriate mouse 

button to display the available options. Then position the 

cursor over the desired option and depress the appropriate 

mouse button to select it. 

Tick Active User ... Locate the check box named "Active User" on the screen, 

position the cursor over the check box and depress the 

appropriate mouse button to place a visual tick in the box. 

Un-tick Active User 

... 

Locate the check box named "Active User" on the screen, 

position the cursor over the check box and depress the 

appropriate mouse button to remove the visual tick in the 

box. 

Enter $30.95 ... Enter "$30.95" using the keys on your keyboard. 

 

1.1.3. Procedures 

We use numbered sequence of steps to define procedures for performing certain 

tasks. For example: 

 

Procedure Title 

1. This is the first step of the procedure. 

2. This is the second step of the procedure. 

a. This is the first sub-step of step 2. 

b. This is the second sub-step of step 2. 

3. This is step three. 

 

1.2. We Need Feedback 

If you find a typographical error in this guide, or if you have thought of a way to make 

this guide better, we would love to hear from you.  

Please submit your feedback using the feedback form on our web site: 

http://www.prolancer.com.au/contact/feedback. 

If you have a suggestion for improving the guide, then try to be as specific as possible 

when describing your suggestion. Otherwise, if you have found an error, please include 

the section number and some of the surrounding text so we can find it easily.   

 

http://www.prolancer.com.au/contact/feedback
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2. Introduction 

2.1. About This Guide 

This guide describes the Total Recall VR Remote Manager application. Remote 

Manager is a powerful Java
TM

 based PC software application, included with unlimited 

licenses as part of your Total Recall VR system. 

The guide is intended for Total Recall VR end users. It describes how to use Remote 

Manager to monitor recordings in progress, search for and replay recordings, create 

archives and other functions that end users can perform. In addition, it shows systems 

and network administrators how to configure Total Recall VR with Remote Manager. 

Please keep a copy of this guide handy for quick reference. 

 

2.2. What is Total Recall VR? 

 

Total Recall VR is a professional audio logging and call recording system which is self-

contained, fully featured and cost-effective. Enterprises and governments worldwide use 

it to create electronic records of many forms of audio communication including 

telephone, 2-way radio, broadcast radio, public address, room microphones and much 

more. 

Total Recall VR is the ideal solution for: 

¶ Recording business telephone conversations; 

¶ Recording agent calls in contact centres; 

¶ Logging emergency response communication; 

¶ Logging business operations communication; 

¶ Logging radio broadcasts; 

¶ Logging public announcements; 

¶ Creating audio records of meetings, legal proceedings, public enquiries and 

similar events; and 

¶ Creating compliance records to meet duty of care and legal requirements. 
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Total Recall VR captures all audio in digital format and stores it in a proprietary, secure 

and tamper proof file format in its on-board hard drive storage. The file format preserves 

the originality of the audio that it stores and has a number of built-in mechanisms that 

aid quick and reliable detection of tampering. However, for ease of access, Total Recall 

VR client applications can generate copies of recordings in a number of popular and 

everyday formats such as Microsoftôs Wave (.wav) and MPEG Layer-3 (.mp3). 

Storing audio by itself does not help when looking for one recording in a store that can 

hold hundreds of thousands of recordings. That is why, in addition to audio, Total Recall 

VR captures and then stores information related to each recording and audio source in 

its database such as start time, end time and duration of recordings, calling and called 

numbers on telephone calls, DTMF digits during calls, user configurable notes and 

much more. This information is the backbone of a powerful search capability which can 

pin point a single recording in a set of hundreds of thousands of recordings which reside 

either on a Total Recall VR or in one of many types of off-system archives of 

recordings. 

In addition to the audio recorder and the on-board storage, each Total Recall VR system 

comes with a built-in media player with comprehensive player controls (start, stop, fast-

forward, rewind é). The player can play audio stored in files directly on the system or 

stream audio to a remote client application which then outputs the sound to the PC 

speakers of the PC that it runs on. 

While audio recording, storage and re-play are the main functions of Total Recall VR, 

every Total Recall VR offers many more advanced, professional-grade features. For 

example: 

¶ Ability to capture audio from different types of audio sources (analogue, VoIP, 

RoIP, AoIP and ISDN), at the same time ï hybrid recording. 

¶ Live and real-time monitoring (listening) of recordings in progress on the system 

itself or on a remote PC with the aid of a PC client application. 

¶ Feature-rich archiver which can create searchable archives of recordings on CD, 

DVD or BD discs, USB keys or drives and network drives, either automatically 

or on-demand. 

¶ Automated self-cleaning mechanism that removes obsolete recordings 

automatically and on regular intervals to keep the system operating endlessly. 

¶ Automated transcoder which compresses audio to free space on the on-board 

hard drives. 

¶ SNMP agent capable of generating SNMP alarms (traps). 

¶ SMDR integration for a number of popular PBXes. 

¶ Fully internationalised user interface; all menus and software available in 

multiple languages. 

¶ Role based access control. 

¶ On-board LCD display and control keypad on selected models. 

¶ A number of PC client applications with unrestricted use license. 
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When audio records are critical to your operations, Total Recall VR delivers. It is 

professional, reliable and fully self-contained solution for audio logging and call 

recording that comes at an affordable price. 

 

 

 

The Total Recall VR Overview [3] guide contains a comprehensive 

description and overview of Total Recall VR.   

 

 

2.3. What is Remote Manager? 

Remote Manager is a powerful Java based PC software application, included with 

unlimited licenses as part of your Total Recall VR system. 

 

 

 

A separate license is required to play recordings in the AMBE 

format. You can purchase a USB based AMBE decoder from us ï 

order code TRVR-AMBE. 

 

 

 

 

 

 

 

 

 

Compatible with Windows XP/Vista/7, Remote Manager allows you to securely 

configure and manage your Total Recall VR system, as well as to monitor and search 

calls, via your PC and existing TCP/IP network. 

Remote Manager offers: 

¶ Secure Java
TM

 platform. 
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¶ Single click real-time call monitoring. 

¶ Advanced call searching capabilities. 

¶ Easy-to-use playback controls. 

¶ Full unit configuration options. 

¶ Configurable per-user access to all software functionality. 

¶ Configurable extension access per user. 

¶ Flexible call detail views. 

¶ Multi -level password security. 

¶ Save and replay calls in secure trc file format. 

¶ Save and export to mp3 and wav formats for easy file distribution. 

¶ Email calls in trc, mp3 and wav formats. 

¶ Call reporting. 

¶ Event log for system auditing. 

 

 

 

Go to http://www.totalrecallvr.com/downloads to download the 

installer for Remote Manager. 

 

 

2.4. Total Recall VR Concepts 

2.4.1. Extensions 

Total Recall VR Extensions are a Total Recall VR concept and should not be 

confused with PBX extension numbers which are used for desk phones (or mobile 

devices) within an enterprise. 

Total Recall VR Extensions are one of the three different identifiers that can be 

assigned to the source and the destination of recordings, irrespective of whether the 

recordings are of a telephone call or another audio source (such as radio program for 

example).  

The other two identifiers are the Total Recall VR Raw and the Total Recall VR 

Mapped Numbers which do not have the same effect as the Total Recall VR 

Extensions to the availability of various features. 

 

 

 

As identifiers, Total Recall VR Extensions are fundamental to most 

Total Recall VR features and if not present for a recording, then most 

http://www.totalrecallvr.com/downloads
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features will not work at all for that recording. 

For example, it will not be possible to find recordings by using the 

óExtensionô search criteria.  

 

 

Total Recall VR can classify calling and called numbers (or PBX extensions) as Total 

Recall VR Extensions when recording calls. As a matter of fact in most deployments 

PBX extensions map directly to Total Recall VR Extensions.  

However, depending on Total Recall VR configuration, Total Recall VR Extensions 

can be any free text identifiers. For example, Total Recall VR Extension ñTanyaôs 

Desk Phoneò can represent actual PBX extension 100, while ñTanyaôs Softphoneò 

can represent (the human form of) PBX extension 200 (which the PBX may know as 

ñsip:ext200@myenterprise.comò). 

Total Recall VR Extensions may (and should) be used on deployments where Total 

Recall VR is used to record audio sources other than telephone calls. For example 

Total Recall VR Extensions ñ2Day FMò can be assigned to recordings created on an 

analogue recording channel which is used to log the radio program from a radio 

station called 2Day FM. 

Total Recall VR uses information that it extracts from call signalling and its 

configuration to determine Total Recall VR Extensions for recordings. Here is a 

summary of the steps used by Total Recall VR to determine Total Recall VR 

Extensions for recordings: 

1. Total Recall VR starts with Raw identifiers which it collects from call 

signalling or determines from its configuration. The following table shows 

the Raw identifiers for various recording scenarios: 

When recording é Raw identifiers are é 

Analogue telephone 

call (outgoing) 

Dialled DTMF digits and the óExtensionô value, 

which appears in the configuration for each 

analogue recording channel. 

Analogue telephone 

call (incoming) 

Incoming CLI digits and the óExtensionô value, 

which appears in the configuration for each 

analogue recording channel. 

SIP call Values in the óFromô and óToô header fields in the 

200 response to the INVITE message. 

H.323 call Values in the óCalling Party Numberô and óCalled 

Party Numberô information elements, if present, 

which appear in the SETUP message.  

The previous will be replaced with the first alias 

that appear in the ósourceAddressô and 

ódestinationAddressô elements, if present, which 

appear in the óUser to Userô information element of 
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the SETUP message. 

RTP Endpoint 

(passive) 

<IP address:Tx port> or <IP address:Rx port> 

which appear in the RTP Endpoint configuration. 

RTP Stream (active) <From IP address:From UDP port> which appear in 

the RTP packets and <IP address: UDP port> which 

appear in the RTP Stream configuration. 

RTP Stream Pair 

(active) 

<Tx From IP address:From UDP port>;<Rx From 

IP address:From UDP port> which appear in the 

RTP packets and <Tx IP address: UDP port>;<Rx 

IP address: UDP port> which appear in the RTP 

Stream configuration. 

VRP call MPT 1327 address or MPT 1343 number. 

 

2. Total Recall VR then converts the Raw identifiers to Total Recall VR 

Mapped identifiers by applying identifier conversion rules, which are 

specified in the Signalling Mapping configuration, to each of the Raw 

identifiers. 

The mapping rules are regular expressions which specify how to convert 

Raw identifiers to Mapped identifiers. For example, a mapping rule can 

convert the Raw identifier ñsip:ext200@myenterprise.comò to Mapped 

identifier ñExtension 200ò 

3. Finally, Total Recall VR attempts to match Mapped identifiers to matching 

rules that are present in the Internal Dial Plan configuration and if, and only 

if, it finds a rule that matches a Mapped identifier, then it classifies that 

identifier as a Total Recall VR Extension. 

Continuing from the previous example, if the Internal Dial Plan 

configuration has an entry that matches the Mapped identifier ñExtension 

200ò, then, and only then, the identifier ñExtension 200ò will be classified as 

a Total Recall VR Extension. 

 

2.4.2. Recording Policies 

Recording policies control the operation of the recorder. Policies determine the 

method of recording which can be: 

¶ Record by default - Total Recall VR will automatically record all audio 

sources and telephone calls and keep recordings unless instructed otherwise 

during recording. 

¶ Donôt record by default - Total Recall VR will automatically record all audio 

sources and telephone calls, but at the end of the recording it automatically 

discards recordings unless instructed otherwise during recording. 
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¶ Record partial calls ï Total Recall VR will record only parts of all audio 

sources and telephone calls, as instructed during recording, and keep all parts 

concatenated in a single recording. 

In addition to the method of recording, policies specify whether real-time monitoring 

is allowed or not while recording is in progress.   

Policies can be one of two types: 

¶ Global ï a single system wide policy which applies to recordings from all 

audio sources and telephone calls on all recording channels. 

¶ Extension ï apply only to recordings from audio sources and telephone calls 

which have been assigned Total Recall VR Extension identifiers. These 

policies have precedence over the global policy. 

Recording policies are useful in a number of ways. For example, policies can be used 

to: 

1. Selectively record (or not) telephone calls to specific telephones. 

2. Decide in real-time, while recording, whether to keep a recording of 

important conversations.  

3. Control access to real-time monitoring (listen in) during recording. 

4. Allow remote client applications to control (start, stop é) recording.   

 

 

 

Total Recall VR Recording Policies depend on Total Recall VR 

Extension identifiers.  

If Total Recall VR cannot determine Extension identifiers, then the 

recording policies will not work.  
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3. Start Here 

3.1. System Requirements 

Remote Manager is a Java based application that is designed to run on a Windows based 

PC.  

Remote Manager should be installed on a PC with (minimum specification shown): 

¶ Windows XP/Vista/7 operating system. The application runs on 32 and 64 bit 

Windows 7. 

¶ 100Gb free hard disk space. 

¶ 2Gb memory (RAM). 

¶ Display hardware that supports the 1024x768 resolution. 

¶ Sound system. External speakers or headphones are required to listen to audio 

when monitoring and re-playing recordings. 

¶ 10Mbps Ethernet network interface (NIC) hardware. 

¶ Drive capable of reading CD-R, CD-RW and DVD+RW discs. Optional, drive 

capable of reading BD-R and BD-RE discs. 

¶ A USB 2.0 port.  

Remote Manager requires an AMBE decoder license in order to play and export 

recordings in the AMBE audio format. 

 

 

 

You can purchase a USB based AMBE decoder from us ï order code 

TRVR-AMBE. 

 

 

3.2. Compatibility 

In most cases Remote Manager will connect to one, or more, Total Recall VR systems. 

In any case, the software version of Remote Manager must match the software version 

of the application that runs on Total Recall VR systems. 

 

 

 

If there is a mismatch between the software versions of Remote 

Manager and Total Recall VR systems, then Remote Manager will 

either fail to connect to Total Recall VR systems or if it connects, it 

will exhibit problems with some functions.  
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3.3. Pre-Installation 

Remote Manager requires 3
rd

 party software and drivers which you must install before 

installing Remote Manager. 

3.3.1. Java SE Runtime Environment 

 

 

 

Skip this section if you are installing Remote Manager version 9.x.y. 

Remote Manager version 9.x.y comes with its own Java Runtime 

Environment. 

 

 

Remote Manager is a Java application and as such it requires a Java SE runtime 

environment to run.  

 

 

 

You must install a 32bit, version 7u11 or better Java SE Runtime 

Environment on your PC to use Audio Player. 

You can download a Java SE Runtime Environment installer from 

http://www.oracle.com/technetwork/java/javase/downloads/index.html. 

 

 

You may already have a Java SE runtime environment on your PC. Ask your friendly 

technical staff to help you determine this if you are not sure how to check. 

If your PC is running a 64bit version of Windows 7 or 8, then you may already have 

a 64bit Java SE runtime environment on your PC. If this is the case you must install 

the 32bit Java SE runtime environment on your PC as well in order to use Audio 

Player. Ask your friendly technical staff to help you if you are not sure what to do. 

3.3.2. FTDI D2XX Drivers 

 

 

 

Skip this section if you are installing Remote Manager version 9.x.y. 

Remote Manager 9.x.y does not support AMBE decoders. 

 

 

Remote Manager depends on a USB based AMBE decoder when playing AMBE 

encoded audio. 

 

http://www.oracle.com/technetwork/java/javase/downloads/index.html
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You can purchase a USB based AMBE decoder from us ï order code 

TRVR-AMBE. 

 

 

The USB device requires FTDI D2XX drivers to work. 

 

 

 

You must install FTDIôs D2XX version 2.10.00 WHQL certified 

drivers on your PC to enable Audio Player to play recordings in the 

AMBE format. 

You can download an installer for the drivers from 

http://www.ftdichip.com/Drivers/D2XX.htm.   

 

 

3.3.3. NFS Client 

Remote Manager requires an NFS client in order to access network archives on 

Linux/Unix network drives. 

An NFS client is included with Windows 7 and 8, however it is not installed by 

default. You can install it through Control Panel ï Programs ï Programs & 

Features ï Turn Windows features on and off. 

 

 

 

Once installed, you may have to set the group ID (GID) and user ID (UID) for the 

anonymous user which the client uses to access NFS network drives by adding an 

http://www.ftdichip.com/Drivers/D2XX.htm
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AnonymousUid and AnonymousGid configuration parameters to the NFS client 

configuration in the registry. 

Ask your friendly technical staff to help you if you are not sure what to do. Registry 

changes can render your PC unusable. 

 

 

 

Reboot the machine after making the changes. Now you should be able to map NFS 

drives as local drives on your PC. 

 

3.4. Application Installation 

A Remote Manager installer is supplied on the software CD that is included in the box 

with your Total Recall VR system. The installer is a single self-extracting executable 

named TRVRRemoteManager-Setup-x.y.z.yyymmdd.exe, where x.y.z.yyyymmdd is the 

software version of the application. 

The file is located in the RemoteManager folder on the CD as shown on the subsequent 

screen capture. 

 

   

Figure 1: Remote Manager Installer Location on the Software CD 
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If you have misplaced the software CD that came with your Total 

Recall VR, then go to http://www.totalrecallvr.com/downloads to 

download the installer for Remote Manager. 

 

 

The installer is a wizard based installation program which will guide you through the 

installation steps. To install Remote Manager on your PC: 

 

Install Remote Manager 

1. Double-click on the TRVRRemoteManager-Setup-x.y.z.yyyymmdd.exe file to 

launch the installer. 

2. The installer will start and display the Select Setup Language dialog: 

 

3. Choose the language that you wish to use during the installation. Then select OK  

to display the initial dialog of the installation wizard. 

 

4. Select Next> to display the License Agreement dialog: 

http://www.totalrecallvr.com/downloads
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5. Read and understand the license agreement. Then tick I accept the agreement to 

continue the installation. 

You must accept the agreement as written in order to install Remote Manager on 

your PC. 

6. Select Next> to display the Destination Location dialog: 

 

This dialog allows you to select the root folder where the installer will place the 

Remote Manager application files. By default, the installer places application files 

in: 

¶ Windows 7 64 bit system: óC:\Program Files (x86)\TRVR Remote 

Managerô. 

¶ All other systems:  óC:\Program Files\TRVR Remote Managerô. 
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If you wish to change the root folder where the installer will place the Remote 

Manager application files, then select Browse to display the Browse for Folder 

dialog: 

 

Then select a folder and select OK. 

7. Select Next> to display the User Files Location dialog: 

 

This dialog allows you to select the root directory where Remote Manager will 

store its configuration and working database files. By default, the installer will 

configure Remote Manager to use: 

¶ Windows 7 64 bit system: óC:\Program Files (x86)\Common Files\TRVR 

Remote Managerô. 

¶ All other systems:  óC:\Program Files\Common Files\TRVR Remote 

Managerô 
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If you wish to allow multiple Windows users to use Remote Manager, then leave 

the default or select a directory with read and write access for all Windows users 

that will use Remote Manager. 

If you wish to change the root directory where Remote Manager will store its 

configuration and working database files, then select Browse to display the 

Browse for Folder dialog: 

 

Then select a folder and select OK.  

8. Select Next> to display the Start Menu Folder dialog: 

 

This dialog allows you to select the name of the Start Menu folder which will 

contain the shortcuts for the Remote Manager application. 

By default, the installer will create a folder named óTRVR Remote Managerô and 

place all application shortcuts in it. 
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To change the folder, either enter a name for it, or select Browse to display the 

Browse for Folder dialog: 

 

Then select a folder and select OK.  

9. Select Next> to display the Additional Tasks dialog: 

 

10. Optionally tick Create a desktop icon if you wish to have an icon on the desktop 

that will launch Remote Manager. 

11. Select Next> to display the Ready to Install dialog: 
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This dialog shows a summary of all settings that will guide the installer during the 

installation of Remote Manager. 

If you are unhappy with any of the settings, then select <Back until you reach the 

dialog that allows you to change them. 

12. Select Install  to install the application. This installer will start the installation and 

show progress as follows: 

 

13. When done, the installer will show the final dialog: 












































































































































































































































































































